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Provider

Service

Description

More Info

AWS Link

Recommended
Action

Users MFA Enabled }

AWS
IAM

Ensures a multi-factor authentication device is enabled
for all users within the account

User accounts should have an MFA device setup to
enable two-factor authentication

http://docs.aws.amazon.com/IAM/latest/UserGuide/Us

ing ManagingPasswordPolicies.html

Enable an MFA device for the user account


http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html




"

Sér_vicés" option and search for IAM.

X

Services (5)
Features (15)
Blogs (1,267)

Documentation (98,273)

Search results for 'iam'

Services

See all 5 results p

& 1AM

Manage access to AWS resources




Scroll down the left Dashboard
navigation panel and choose
"Users". v Access management

User groups

Users

Roles
Policies

|ldentity providers

Account settings




Select the "User" that needs to be verified and click on the
"Username" to access the selected "IAM User".

1 &

-] User name 3 ; Last activity a MFA S Password age Console last sign-in  ©

_______ i Administrator Never & 10 minutes ago



Users > SecondAdmin

User ARN arn:aws:iarm 1Admin (f
Path /

Cred\on time 2022-02-21 19:03 UTC+0530

Security credentials Access Advisor

Sign-in credentials

Summary » Console sign-in link: https://qglicket.signin.aws.amazon.com/console ]

Console password Enabled (n signed in) | Manage
Assigned MFA device Not assigned | Manage

Signing certificates None &

Access keys

Use access keys to make programmatic calls to AWS from the AWS CLI, Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive) at a time.

For your protection, you should never share your secret keys with anyone. As a best practice, we recommend frequent key rotation.
If you lose or forget your secret key, you cannot retrieve it. Instead, create a new access key and make the old key inactive. Learn more

Click on the "Security Credentials" under the configuration page.



Scroll down the "Security Credentials" tab and check the
"Assigned MFA device". Check the "Multi-factor authentication
(MFA)" section for any active devices. If "Not assigned" is showing
against "Assigned MFA device" then a multi-factor authentication
device is not enabled for the selected user account.

Sign-in credentials

Summary « Console sign-in link: hitps://102604287607 .signin.aws.amazon.com/console

Console password Enabled Manage
Assigned MFA device Mot assigned | Manage

Signing certificates None 4







On the "Security Credentials" page, scroll down.and click on
the "Multi-factor authentication (MFA)," and click on the
“Manage" link to enable a multi-factor authentication device.

Summary « Console sign-in link: https://102604287607 .signin.aws.amazon.com/console

Console password Enabled Manage

Assigned MFA device Mot assigned | Manage

Signing certificates  None &



Click on the "Virtual MFA device" and click on

"Continue".

Manage MFA device

Choose the type of MFA device to assign:

® Virtual MFA device

U2F security key

Other hardware MFA device

For more information about supported MFA devices, see AWS Multi-Factor Authentication




Now install the AWS MFA compatible application on
mobile device or computer. Once the application is
installed click on the "Show QR code" and scan the
code with pre-installed application.

Set up virtual MFA device

1. Install a compatible app on your mobile device or computer
See a list of compatible applications

2. Use your virtual MFA app and your device's camera to scan the QR code

Ell'h;:.

:lrl |
o ﬁ't*

':I"I— A

Alternatively, you can type the secret key. Show secret key



Enter two consecutive MFA codes generated from
application in "MFA code 1" and "MFA code 2" and click
on the "Assign MFA" button.

3. Type two consecutive MFA codes below

MFA code 1 532249

MFA code 2 ‘ 139397

Cancel Previous Assign MFA




On successful setup will get the following message "You
have successfully assigned virtual MFA".

Set up virtual MFA device

® You have successfully assigned virtual MFA
This virtual MFA will be required during sign-in.







Thank
You

Please fill out the Contact us form for a
free assessment and get a free
Security eBook in the process

https://altorcloud.com/contact/

& AltorCloud
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